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Specification 
1. Title of the Invention: 

Method and Apparatus for Controlling Digital Data 
2 - Claims : 

(1) A method of recording digital data onto a mediiom, 
comprising the steps of: 

(a) detecting from digital data any additional information 
electronically embedded therein; 

(b) if said additional information is detected, then performing 
access control for the digital data using said additional 
information ; 

(c) scrambling the digital data; and 

(d) recording the scrambled digital data onto a medixom. 

(2) The method of claim 1, wherein said step (b) comprises a 
step of determining whether copying/ recording of the digital 
data is to be stopped or continued. 

(3) The method of claim 2, wherein said step <b) further 
comprises a step of embedding a copy mark into the digital data 
in accordance with a content of said additional information. 

(4) A method of performing playback control of digital data 
recorded onto a medium, comprising the steps of: 

(a) descrambling scrambled digital data; 

(b) detecting from the digital data any additional information 
and copy mark electronically embedded therein; and 

(c) performing playback control of the digital data using 
said additional information and copy mark. 
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(5) The method of claim 1 or 4 , wherein said electronically 
embedded additional information comprises such additional 
information that is embedded through a transformation of the 
data itself. 

(6) A video driver card for creating digital data, comprising: 

(a) an encoder for receiving analog data and outputting digital 
data; 

(b) means for detecting any additional information 
electronically embedded in the digital data; 

(c) means for adding a copy mark to said additional information 
in accordance with said additional information; and 

(d) means for scrambling the digital data with said additional 
information . 

(7) The video driver card of claim 6, wherein said digital data 
is an MPEG stream, and wherein said encoder is an MPEG encoder. 

(8) A video driver card for decoding digital data, comprising: 

(a) means for descrambling scrambled digital data; 

(b) means for detecting from the digital data any additional 
information and copy mark electronically embedded therein; and 

(c) means for performing playback control of the digital data 
using said additional information and copy mark. 

(9) The video driver card of claim 8, wherein said digital data 
is an MPEG stream, and wherein said means (c) comprises means 
for determining whether or not outputting of an MPEG stream is 
to be performed and for outputting a desired MPEG stream. 

(10) The video driver card of claim 6 or 8 , wherein said 
electronically embedded additional information comprises such 
additional information that is embedded through a 
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transformation of the data itself. 

(11) The video driver card of claim 9, wherein said means (c) 
further comprises means for adding a copy mark to the digital 
data in accordance with said additional information and copy 
mark and for outputting the digital data. 

(12) A recorder for recording digital data onto a mediiam, 
comprising: 

(a) an encoder for receiving analog data and outputting digital 
data; 

(b) means for detecting any additional information 
electronically embedded in the digital data; 

(c) means for adding a copy mark to said additional information 
in accordance with said additional information; and 

(d) means for scrambling the digital data; and 

(e) means for recording the scrambled digital data onto a 
mediiam. 

(13) The recorder of claim 12, wherein said digital data is 
an MPEG stream, and wherein said encoder is an MPEG encoder. 

(14) The recorder of claim 12, wherein said electronically 
embedded additional information comprises such additional 
information that is embedded through a transformation of the 
data itself - 

(15) A player for playing back digital data recorded onto a 
medi um , compr i s i ng : 

(a) means for reading the digital data from the medium; 

(b) means for descrambling the digital data; 

(c) means for detecting from the digital data any additional 
information and copy mark electronically embedded therein; and 

(d) means for performing playback control of the digital data 
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using said additional information and copy mark. 

(16) The player of claim 15, wherein said digital data is an 
MPEG stream, and wherein said means (d) comprises means for 
determining whether or not outputting of an MPEG stream is to 
be performed and for outputting a desired MPEG stream. 

(17) The player of claim 15, wherein said electronically 
embedded additional information comprises such additional 
information that is embedded through a transformation of the 
data itself. 

(18) The player of claim 16, wherein said means (d) further 
comprises means for adding a copy mark to the digital data in 
accordance with said additional information and copy mark and 
for outputting the digital data. 

3- Detailed De scription of Inventiop: 
[0001] 

[Field of the Invention] 

This invention relates to a technique for embedding additional 
information (digital watermark) into digital contents for 
copyright protection thereof, whereby a video recorder, a 
player or the like may detect such embedded additional 
information for use in control (management) of recording and 
playback of such digital contents. More specifically, this 
invention relates to a method and an apparatus, which use the 
digital watermarking and scrambling (or encrypting) techniques , 
for controlling recording and playback of such digital 
contents . 
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[0002] 

[Background Art] 

As one of the methods of providing the safest and powerful 
control function for copyright protection of digital data, 
there is the access control method of data that uses the 
so-called digital watermarlcing . The digital watermarlcing is a 
technique for electronically embedding additional information 
into digital data (contents) . Such additional information is 
embedded through a transformation of data itself. That is, 
digital data and additional information are unified or 
integrated together and, thus, it is difficult to separate the 
one from the other. In this respect, Japanese Patent Application 
8-273551 discloses a prior technique for performing access 
control of data using this digital watermarlcing. More 
particularly, in Japanese Patent Application 8-273551, an 
additional information detector (digital watermarlc detector) 
is provided in a drive such as DVD for detecting such additional 
information from various MPEG streams and for performing access 
control using the same. Fig. 1 shows its schematic configuration. 
An STB (Set-Top Box) 110 supplies signals , which may be in analog 
or digital form, to a video recorder (recorder) 120. In case 
of feeding an MPEG stream from the STB 11, this MPEG stream is 
directly sent to the additional information detector in the 
video recorder 120. On the other hand, if an output of the STB 
110 is in the analog form, this analog output is sent to an MPEG 
encoder in a video driver card for converting it into a digital 
signal, which is then sent to the additional information 
detector. This additional information detector detects any 
additional information and copy mark information embedded in 
the contents and, in accordance with the information, performs 
a variety of predetermined control with respect to the video 
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recorder 120 and a playback machine (player) 130. By way of 
example, the following items of control are performed. 

[0003] 

In a recording device, detection of a digital watermark is 
performed and, based on this, the following copying control 
operations are performed (Note that a symbol "CM" below stands 
for a copy mark) . 

(1,0) and absence of CM: Add a CM and passes the stream 
(authorize or permit video recording) . 

(1,0) and presence of CM: Stop the stream or video recording. 
(1^1) : Stop the stream or video recording. 

(0,0) or absence of detected additional information: Permit 
video recording . 

[0004] 

In a playback device, detection of a digital watermark is 
performed and, based on this, the following playback control 
operations are performed. 

(1,0) and absence of CM: Prohibit playback. 

(1,0) and presence of CM: Prohibit playback for a read-only 
disk, whereas permit playback for a write-once disk or a 
writable disk. 

(1^1) : Permit playback for a read-only 

disk, whereas prohibit playback for a write-once disk or a 
writable disk. 

(0,0) or absence of detected additional information: Permit 
playback . 

[0005] 

As described, Japanese Patent Application 8-273551 provides 



JA9-98-171 



some copying control techniques, as well as playback control 
techniques adapted for respective types of media. However, in 
accordance with this prior approach, it is necessary to provide 
the additional information detector in a drive (i.e., in a 
recording device or a playback device) . This is because, in 
order to secure copyright protection, it is mandatory to provide 
the additional information detector at the reading nucleus of 
the video recorder 120, even though the video recorder 120 has 
severe constraints on its cost and/or space. Also, it is 
necessary to detect a digital watermark from a variety of MPEG 
streams, which should inevitably leads to upsizing of the 
detector. Further, in order to know in the playback machine 130 
that the current contents are copied one, it is necessary to 
know information about types of the media (e.g., read-only, 
write-once and writable) that are subject to reading. 
Accordingly, what is needed is a new copyright protection scheme 
using digital watermarking, which is free of aforesaid 
problems . 

[0006] 

[Problems to be Solved by the Invention] 

It is, therefore, an object of this invention to provide a method 
of controlling data copying or playback and an apparatus 
therefor, which do not require to provide an additional 
information detector in a drive that has severe constraints on 
its cost and/or space. 

It is another object of this invention to provide a method of 
controlling data copying or playback and an apparatus therefor, 
which use an additional information detector of a smaller size. 
It is yet another object of this invention to provide a method 
of controlling data copying or playback and an apparatus 
therefor, which do not require to know information about types 
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of the media for playback control . 

It is yet another object of this invention to provide a method 
of controlling data copying or playback and a system therefor, 
which use effectively combined digital watermarking and 
scrambling techniques . 

[0007] 

[Means for Solving the Problems] 

To accomplish said objects, the recording control is performed 
as set forth below. First, from digital data, any additional 
information electronically embedded therein is detected and, 
if such additional information is detected, then access control 
of the digital data is performed using the additional 
information. Next, the digital data is scrambled for recording 
the same onto a medium. Note that the term "electronically 
embedded additional information" means herein such additional 
information that is embedded through a transformation of the 
data itself. Also, the term "access control" means herein to 
determine whether copying/recording of the digital data is to 
be stopped or continued. Depending on a content of the 
additional information, the term "access control" also embraces 
to embed control information such as a copy mark into the digital 
data . 

Next, in case of playback control, the scrambled digital data 
is descrambled (or decrypted) , thereby to detect any 
electronically embedded additional information and copy mark 
from the descrambled digital data. Using such detected 
information, playback control of the digital data is performed. 

[0008] 

Fig. 6 shows an exemplary flow chart for recording/copying 
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control. At step 610, digital data such as an MPEG stream is 
inputted, and at step 620, detection of any electronically 
embedded additional information is performed. At step 630, it 
is determined whether or not the additional information is 
detected, and if not, the stream is passed as it is. If the 
determination at step 630 is "YES", then at step 640, it is 
determined whether or not the additional information is (1,1) , 
and if so, the stream is not passed. At the saime time, scrambling 
or video recording is stopped. If the additional information 
is not (1,1) , then at step 650, it is determined whether or not 
the additional information is (1,0) . If this result is "YES", 
the stream is passed as it is. If the result of step 650 is "NO", 
then at step 660, it is determined whether or not the additional 
information is (0,0) . If this result is "YES", then the stream 
is passed as it is. Otherwise, this means that the additional 
information is (0,1) , which cannot possibly exist in any event 
and, thus, the additional information is determined to be 
undefined. Instead of doing this, however, the stream may be 
prohibited on an assumption that such abnormality has been 
caused by an erroneous bit change in the medium or another 
abnormality that occurred during embedding. The passed stream 
is subsequently scrambled for recording the same onto a medium. 
While said scrambling is a means for enciphering, it may be such 
scrambling based on an encryption key for improving robustness - 
Using such scrambling by an encryption key, there is no way to 
decode the scrambled digital data in the absence of the key and, 
thus, it becomes possible to distribute the digital contents 
in a safer manner. 

[0009] 

Fig. 7 shows an exemplary flow chart for playback control. At 
step 710, digital data is inputted, and at step 720, 
descrambling (decoding) of the scrambled digital data is 
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performed. At step 730, it is determined whether or not the 
decoding is terminated, and if so, the process proceeds to step 
740. If the result at step 730 is "NO", then at step 760, it 
is determined whether or not another encryption technique such 
as CSS (Content Scramble System) has been applied. Note here 
that CSS is a scrambling technique for a read-only disk. If the 
result at step 760 is "YES", the corresponding decoding process 
is performed. Otherwise, the present playback is continued. 
After performing detection of the additional information at 
step 740, then at step 750, it is determined whether or not the 
detection is terminated. If this result is "NO", the process 
proceeds to step 760. On the other hand, if the result of step 
750 is "YES", the process proceeds to step 7 65. At step 765, 
it is determined whether the detected additional information 
is (1,1) or (0,0) or absence of the additional information. If 
this result is "YES", the playback is continued. On the other 
hand, if this result is "NO", then at step 770, it is determined 
whether or not the additional information is (1,0). If this 
result is "NO", the additional information is deemed to be 
undefined. However, if this result is "YES", then the process 
proceeds to step 780. At step 780, it is determined whether or 
not there exists a copy mark, and if so, the playback is continued. 
On the other hand, if this result is "NO", then at step 790, 
a copy mark is added and the playback is continued. In this case, 
i.e., if the result of step 780 is "NO", the playback may be 
alternatively stopped. 

[0010] 

Incidentally, in a case where the digital data cannot be 
correctly descrambled (i.e., the digital data has not been 
scrambled) , it may be alternatively processed as set forth below. 
For example, if the additional information is (1,0) and there 
is no copy mark, the streaim is stopped and its descrambling or 



10 



JA9-98-171 



playback is stopped. Also, if the additional information is 
(1,1) and there is a copy mark, the streaun is stopped and its 
descr ambling or playback is stopped. Further, if the additional 
information is (1,1), the stream, its descrambling and/or 
playback is stopped. Finally, if the additional information is 
(1,1) or there is no additional information at all, the playback 
is permitted. 

[0011] 

[Description of Embodiment of the Invention] 

Now, with reference to the drawings, an embodiment of this 
invention will be described. Figs. 2 and 3 show schematic 
configurations of apparatuses of this invention for performing 
recording/playback of the digital data. While Fig. 2 shows an 
application of this invention to a video driver card primarily 
used in a personal computer in such a manner that a card is 
separated from a drive. Fig. 3 shows another application of this 
invention to a digital recorder (recorder) and a digital player 
(player) as representative electric home appliances in such a 
manner that a card and a drive are integrated together. 

[0012] 

In Fig. 2, there are two different signal flows involved. That 
is, in the first signal flow, a signal inputted into an STB 210 
is fed from an analog output of the STB 210 to a video driver 
card of a recorder 220. Whereas in the second signal flow, 
detection of additional information, addition of a copy mark 
and scrambling are performed in the STB 210 and, then, the 
scrambled digital data is directly fed to a drive of the recorder 
220. When an analog signal is inputted to the video driver card, 
it is converted to a digital data by an MPEG encoder such that 
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detection of additional information, addition of a copy mark 
and scrambling are subsequently performed. The digital data so 
scrambled is recorded onto a medium by the recorder 220. This 
medium is then conveyed to a player 230 for its playback. Note 
that the recorder 220 and player 230 are described herein to 
be separate machines, but they may be configured as a single 
machine. The latter approach would be more general than the 
former. The mediijm conveyed to the player 230 is subject to a 
reading operation. The digital data read from the medium is then 
inputted to a video driver card such that its descrambling, 
detection of the additional information and addition of a copy 
mark (if required) are subsequently performed. Finally, the 
digital data is decoded by an MPEG decoder. 

[0013] 

In Fig. 3, there are two different signal flows involved. That 
is, in the first signal flow, a signal inputted into an STB 310 
is fed from an analog output of the STB 310 to a recorder 320. 
Whereas in the second signal flow, detection of additional 
information, addition of a copy mark and scrambling are 
performed in the STB 310 and, then, the scrambled digital data 
is directly fed to a drive of the recorder 320. When an analog 
signal is inputted to the recorder 320, it is converted to a 
digital data by an MPEG encoder such that detection of 
additional information, addition of a copy mark and scrambling 
are subsequently performed. The digital data so scrambled is 
recorded onto a meditmi by a recording device. This medium is 
then conveyed to a player 330 for its playback. Note that the 
recorder 320 and player 330 are described herein to be separate 
machines, but they may be configured as a single machine. The 
latter approach would be more general than the former. The 
medium conveyed to the player 330 is subject to a reading 
operation. The digital data read from the medium is then 
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inputted to a video driver card such that its descrambling, 
detection of the additional information and addition of a copy 
mark (if required) are subsequently performed. Finally, the 
digital data is decoded by an MPEG decoder. 

[0014] 

Fig. 8 is a block diagram, which shows a more detailed 
configuration of the recorder 320 or STB adapted for use in 
digital watermarking and scrambling. Block 810 is an input 
control circuit block for receiving an MPEG stream and passing 
the MPEG stream to a stream conversion circuit and an MPEG parser 
circuit. Block 820 is the MPEG parser circuit block for 
extracting from the MPEG stream those portions that are required 
by the next stage. Block 830 is a macro block buffer for storing 
at least one macro block that is necessary for embedding control 
information . Block 840 is a code amount comparison circuit block 
for calculating and comparing code lengths in a macro block. 
Block 850 is a code conversion circuit block for converting a 
code to be used for embedding the control information. Block 
860 is a code amount adjustment circuit block for adjusting a 
code length to be identical to its value before the conversion 
and for forming the result as an embedding conversion table. 
Block 870 is a stream conversion circuit block for 
stopping/converting/ passing the MPEG stream as it is based on 
a detected result of additional information. Block 880 is an 
accumulation memory for accumulating those values of DCT 
factors derived by the MPEG parser circuit that are multiplied 
by weighting factors. Block 890 is a table of the weighting 
factors for correlating with additional information contained 
in the inputted MPEG image. Block 892 is a statistical 
processing circuit block for performing statistical processing 
of the values stored in the accumulation memory. Block 897 is 
a detected result deteirmination circuit block for determining 
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a value of embedded additional information from its preceding 
stage and for issuing an indication to the stream conversion 
circuit. Block 896 is a scramble circuit block for performing 
authentication with a recording device and for scrambling such 
stream that is found to contain the additional information. 

[0015] 

Fig. 9 is a block diagram, which shows a more detailed 
configuration of the player 330 adapted for use in descrambling 
and detection of the additional information. Block 910 is a 
descramble circuit block for authenticating an inputted digital 
signal with a playing device and for descrambling the digital 
signal. Block 920 is an input control circuit block for 
receiving the MPEG stream and passing the MPEG stream to a stream 
control circuit and an MPEG parser circuit. Block 930 is the 
MPEG parser circuit block for extracting from the MPEG stream 
those portions that are required by the next stage. Block 940 
is an accumulation memory for accumulating those values of DCT 
factors derived by the MPEG parser circuit that are multiplied 
by weighting factors. Block 950 is a table of the weighting 
factors for correlating with additional information contained 
in the inputted MPEG image. Block 960 is a statistical 
processing circuit block for performing statistical processing 
of the values stored in the accumulation memory. Block 970 is 
a detected result determination circuit block for determining 
a value of embedded additional information from its preceding 
stage and for issuing an indication to the stream control 
circuit- Block 980 is the stream control circuit for 
stopping/passing the MPEG stream as it is based on the detected 
result of additional information. 

[0016] 
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Fig. 4 shows paths of a signal, which is subject to prohibition 
of processing, and a medium in the prior scheme in case of only- 
one generation copy is allowed. In a compliant device (a device 
in accordance with the prior scheme) , a compliant source (a 
source in accordance with the prior scheme) 410 is smoothly 
processed in a recorder 420 and/or player 430, but no further 
recording can be performed in a recorder 440. Note, however, 
in this respect that in such an operation combined with a 
non-compliant device, it is possible to perform an illegal 
recording/playback operation. By way of example, if the 
compliant source 410 is digitally inputted to a recorder 450 
in the non-compliant device, it is not only possible to perform 
its digital recording but also its playback in a player 460. 
Further, if a digital output of the player 430 in the compliant 
device is inputted to a recorder 4 70 in the non-compliant device, 
it becomes possible to perform its recording as well. 

[0017] 

Fig. 5 shows paths of a signal, which is subject to prohibition 
of processing, and a medium in accordance with the scheme of 
this invention. In a compliant device (a device in accordance 
with the scheme of this invention) , a compliant source (a source 
in accordance with the scheme of this invention) 510 is smoothly 
processed in a recorder 520 and/or player 530, but no further 
recording can be performed in a recorder 54 0. Here, operations 
combined with a non-compliance device will be considered 
briefly. First, even if it is intended to digitally input the 
compliant source 510 to a recorder 550 in the non-compliant 
device, such inputting is prohibited and, thus, there will be 
no way to perform its digital recording. Also, it becomes 
possible to prohibit inputting of a digital output of the player 
530 in the compliant device to a recorder 570 in the non- 
compliant device. 
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[0018] 

Further, as another embodiment of playback control, for those 
scrambled contents of a read-only disk such as CSS, its playback 
may be permitted on a condition that CSS is successfully 
descrambled. More particularly, if CSS is successfully 
descrambled, it is possible to avoid detection of any digital 
watermark. Alternatively, if CSS is successfully descrambled, 
it is possible to permit playback on a condition that the 
additional information of (1,1) is detected. Further, by adding 
an scheme that allows to perform descrambling using proximately 
detected digital watermarking information and/or additional 
information as a key, or to perform subsequent descrambling 
using such digital watermarking information that is detected 
after the initial descrambling, it is possible to strengthen 
the protection function of scrambling and yet to cause detection 
of a digital watermark to be mandatory. In order to protect 
copying of scrambled digital data, by using such scrambling with 
an encryption key, it becomes possible to disable its playback 
even though its copying is done. Moreover, for those contents 
that are not subject to any copyright protection, it is also 
possible to avoid scrainbling and/or embedding additional 
information therein, and to similarly apply descrsimbling in 
such a manner that any information to be displayed within a 
display unit such as a TV set is scrambled or additional 
information is detected, without departing the spirit of this 
invention . 

[0019] 

[Advantages of the Invention] 

In accordance with this invention, there is provided a method 
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of controlling data copying or playback and an apparatus 
therefor, which use effectively combined digital watermarking 
and scrambling techniques. As a result, there is no need to 
provide an additional information detector in a drive that has 
severe constraints on its cost and/or space. Further, it becomes 
possible to prevent a compliant source from being digitally 
recorded and/or digitally played back at a recorder and/or a 
player in a non-compliant device respectively. 

4. Brief Description o f the Drawings: 

Fig. 1 is a diagram showing a prior scheme for performing access 
control of data . 

Fig. 2 is a schematic diagram showing an apparatus of this 
invention for performing recording and playback of digital 
data . 

Fig. 3 is another schematic diagram showing an apparatus of this 
invention for performing recording and playback of digital 
data. 

Fig. 4 is a diagram showing paths of a signal, which is subject 
to prohibition of processing, and a medium in the prior scheme. 

Fig. 5 is a diagram showing paths of a signal, which is subject 
to prohibition of processing, and a medium in accordance with 
the scheme of this invention. 

Fig. 6 is an exemplary flow chart for recording/copying control . 
Fig. 7 is an exemplary flow chart for playback control. 
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Fig. 8 is a block diagram showing a more detailed configuration 
of the apparatus for digital watermarking and scrambling. 

Fig. 9 is a block diagram showing a more detailed configuration 
of the apparatus for descrambling and detection of additional 
information . 
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[Document type] Abstract 

[Abstract] 

[Object] 

To provide a method of controlling data copying or playback and 
an apparatus therefor, which do not require to provide an 
additional information detector in a drive that has severe 
constraints on its cost and/or space. 

[Constitution] 

For the recording control , from digital data, any additional 
information electronically embedded therein is detected and, 
if such additional infoirmation is detected, then access control 
of the digital data is performed using the additional 
information. Next, the digital data is scrambled for recording 
the same onto a medium. Note that the term "electronically 
embedded additional information" means herein such additional 
information that is embedded through a transformation of the 
data itself. Also, the term "access control" means herein to 
determine whether copying /recording of the digital data is to 
be stopped or continued. Depending on a content of the 
additional information, the term "access control" also embraces 
to embed control information such as a copy mark into the digital 
data . 

For the playback control, the scrambled digital data is 
descrambled, thereby to detect any electronically embedded 
additional information and copy mark from the descrambled 
digital data. Using such detected information, playback control 
of the digital data is performed. 

[Selected Drawing] Fig, 3 
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[Figure 1] 
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[Figure 4] 
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[Figure 5] 



Compliant Device 




Non-compliant Device 



o 



Compliant Scrambled 
Disk 

Non-compliant 
Unscrambled Disk 

Prohibited Processing 

0* Paths Prohibited by 
the Scheme of this 
Invention 



Additional Information | 
Detection/Copy Mark 
Addition + Scramble 

Descramble + Additional 
Information Detection - - ^ 



Analog Signal 

Digital Signal 
Disk Carry 



[Figure 6] 



JA9-98-171 (6/9) 





Input Signal 


^610 




r 




Detect Additional 


^620 


Information 






JA9-98-171 (7/9 



Input Signal 



710 




Descramble 
(Decoding) 




720 




730 

"Decoding No 
Terminated? 



STOP 
UD 




Continue Playback 

(Continue Decoding of Next Frame and 
Detection of Additional Information) 

Prohibit Playback 



Undefined 



Detect Additional 
information 



740 



No 




No 



Yes 

PASS 




760 




Yes 



To Corresponding 
Decoding Process 




780 



No 



Yes 




OR 



790 



Add Copy 
Mark 



UD 



PASS 





[Figure 8] 



JA9-98-171 (8/9) 



840 



Code Amount 
Comparison Circuit 



MPEG Input 

i 



Input Control 
Circuit 



MPEG 
Parser Circuit 



Macro Block 
Buffer 



Code 

Conversion 
Circuit 



Code Amount 

Adjustment 

Circuit 



Stream 

Conversion 

Circuit 



Scramble 
Circuit 



810 



820 



830 



880 



Accumulation 
Memory 



850 



860 



^89 0 

Weighting 
Factor 
Table 



Statistical 

Processing 

Circuit 



892 



Detected Result 
Determination 
Circuit 



-894 



870 



896 



To Recording Device 



[Figure 9] 



JA9-98-171 (9/9) 



MPEG Input 





4 






ir 






Descramble 
Circuit 


^910 




r 






Input Control 


^920 




Circuit 






r 






MPEG 
Parser Circuit 


^930 


^950 






r 






^940 






Accumulation 


Weighting 

Factor 

Table 




Memory 


.4 












r 






Statistical 

Processing 

Circuit 


--960 




r 






Detected Result 

Determination 

Circuit 


--970 




r 




► 


Stream Control 


-—980 




Circuit 







To MPEG Decoder 



^^^ov 

B ^ m ^ n fr "^M 

PATENT OFFICE ^0\ft- 
JAPANESE GOVERNMENT 

This is to certify that the annexed is a true copy of the following application as filed 
with this Office. 

ih m ^ M B 

Date of Application: 1998^1 1;^13H 

Application Number: 1 0 ^^^m.^ 3 2 4 1 6 9-^ 

tB ^ A. 

Applicant (s)- 4 y —^i/ • IfS^'^;?. • -^iy-Z/X - =2-/Jf lx>f 

my 



1999^ 6B 40 



^ /T fi 1 
Commissioner, 

Patent Office 



miE#-^ ffiiiE^¥ 11-3035975 



4f5|2 10 — 324 169 



JA998171 
5p^l0^1lHl3H 

G09C 01/00 

18 

#^;i|JR:^fnr^TiSr4 1 6 2 3#;^1 4 B*T>r • 
#^;iim:^ftIr^TSSra 1 6 2 3 14 B^^T^ ' 

390009531 

U:;!7-&^|1I1 0 5 0 4, —=L-n- ^j^T-'fiy ^ 

000004237 
100065455 



£iilE4t¥ 11-3035975 



10 — 324169 



[is^^xit^m oj* cm 

03-3366-6730 

i^m^m^^] 050500 
mfi^m^ 2i,ooop3 

mmm i 

mi^^] mmm i 



2 



mSE#¥ 11-3035975 



#^ 10-324169 



mm^ii mmm 
im^m 1 ] 

(3) ^i/^;\^7'-'$i^:^^''^y:fJ]yt^mmii. 

[»^^2] 
[»^:^4] 

IC fB# $ tl ^ ^ - ^ C7) ^^^H e) T & o T , 

( 1 ) 7.^^yfjv^nr:L^i:^^)V9'-^^'r7.^^y^;vt^mmii. 

(3) tr^iB#iJ^«^^l=llf-v-^'S:Mv^T, mm'fv^;v^-^(Dn^'^m-k 

1 ffiSE#^ 11-3035975 



10—324169 



(4) 'fi^'^JVy'-^itMmm^:^^^y:f)i-t^^m.}:: 

PEG>(. h U-A$:ffi:^ft-&#^-e^^, Iff^:^8sa«®tf7-*:=r • K^^/n' • ^ 
- Ko 

m^mi 0 ] 

2 ffiliEift¥ 11-3035975 



#^ 10-324169 



[ff^^l 1] 

( 5 ) mmy^ ^ ^ y:f;v^nr^^p^)V7'~ ^ ^mmzmm-t^^mn. 
m^m 1 3 ] 

trfBBT'S>^;i/^-^*^MP E GX h y-A-e^»; , tfrl3x>3-^y?)^MPE Gin 
>zi-^*-e^€>> 1 2 fB«® 1/ =1 - ^„ 

[lt^« 1 4 ] 

mmm^mizmi^j2<^nr^mmmi3K ^r-^^^ommz^ 

(1) mi^ii-'^T'i^ ^ jvt"- ^ ^m^m^^mt. 

(3) "rt^^jv^-^-/)-'^. m'^mizm.^7i^^nt^i4iMmm^^x:^^\^-^-^ 

3 aiiiE#¥ 11-3035975 



4t¥ 10-324169 



[ft^^l 6] 

[ft^« 1 8 ] 
[0 0 0 1] 

[0 0 0 2] 
[«e5l$(^^$^] 

^Thti^mx^^. mi^7kt.t\,^mmmL\t. 'r--^nM<Dumz^i)mi^%Li^ 

tv5o 'Dt.^)^V^)\^7'-9 {ny^yv) iiMMt^li— f!|si:^oT^ U^^H 
o'^^mmH hX. ^M¥8 - 2 7 3 5 5 l#*^fe^„ 8 - 2 7 3 5 5 1 

4 aiSI#¥ 11-3035975 



#^1 0—324169 



fj^oc miK^(Dnmm^^-t. stb (-t^y h h^y::/5jf>y 

[0 0 0 3] 

(1,1) : fe-SVAli^M^rffit-r-Sc 

(0,0) or ^iUM^m^L: WSrl^nT-r^e 
[0 0 0 4] 

(l,0):^)^oCM;&L: #^^jh. 

(1.0) A^oCM^U: S^^ffl^^-f >^^*^ej®^^5^ffibJ&^S^^jht--5o iiia 

(1.1) : s^^M5^•fx^*^^cD^^^mLJ^$>s^g^nrt- -So jits 
(0,0) or ^^ftn-^fg^m^^b: ii^fF«r-r-5= 

[0 0 0 5] 

Z.(DXZ)IZ. #l^^8 - 2 7 3 5 5 1 ■^^iV^<-:3*^®^^<tS. fcJ:t>*^#CDffi 

5 £tiliE#^ 1 1-3 0 35975 



#^ 10—324169 



©MPEG^ h u-i:.*^e)^f e>i^^si*^^»j. ^ffi^<5DM^*'^:^^< ^hiz 

[0 0 0 6] 
[0 0 0 7] 

6 ffiliE#¥ 11-3035975 



#^ 10—324169 



[0 0 0 8] 

m6izmmxmw^^M<Dyu-^^- hm^m-to 1 otmpeg 

tir^mumm<Dl^m^n^Jto. 3 Ol:-#*n'»^*'^^ai^tifc;b^^*C):;b^ 

3 OO^pJi^^^YE S^e>#iO«j^:^)^ (1, 1) ti'Eo:fy^mmL. -^t ■oX'^&iMt:^. 
h V-A5:iligSi±-r. Xi;7^>:/;i,^ev>«^H5:#jh-r-5o * 0 (1, 1) 
XWnit:^y^^y:r6 5 oxfimmmti^ (1, 0) •fy^if'oti'^m^-t^. "to^m 

fetlii, :^'ry:f6 e oxiiMmmtr^ (o, o) :«)^^^:^^$:W»T-r-g>. -^(D^:^ 
:ft^YE s-e^nii^ h U -Aiijii^f -So ^e)T'^i:ttili#M#/i)^ (0, 1) 

y , r (D j; e> ^#^ni'»# «fe u ^ ^ v^ ® "t?7i^^a ^: ^ihi m ^ 4x -a = 

[0 0 0 9] 

0 7 ic#^1iS® ^n-^-v- hM$:^-r= t.'tv:^! i o •eT'S^'^;!/^'-^ 

tlliX7^>y.^7 4 O^^H^jitfo %L^7=-^y ^7 3 0 (D^^W OX^i^Um 
M\%y^7-VZfl Q OX^^^C S S (Content Scramble System) ©J:e>^ffi©Bt 

7 iiSE#¥ 1 1-303.5975 



#^ 10—324169 



*^YE S"T?fetil3:^QiaJi:^5^>y::^7 6 5^^s„ X5=-^y:/7 6 5 Tli^ffi L:t'f^ 

iti'Wfg*^ (1, 1) (0, o) ^r=.itmnmmi)^^j:^^i!}^mmt^o 

(1, 0) t(^mi0\t^o ^h^<Dm^wo-^-^ti\t^^miir^^). y 

E S-e^tllSX7^^y :/7 8 Q(Dmmz.^^o '^^v:fl 8 0 T«=Itf--7-^>?)^ 
fe-5*^ife)A^*!li'Tb, %U^tllffi^$:«iEb, NOTfetlli^7^^y:/7 9 OT' 
ntf-v-^ $:#jDbTS*$:^^-r§. T^^yzfl 8 0 tf- v- ^ L/(Z) 

[0 0 10] 

) O^StbTli. JgATcDit-ptCLT^ J:v^. 7tt;t«#iD«# (1, 0) 
$:l?iLt--5o (1, 1) T'^^ontf-v-^^U©^-^, XhU-i^^ 

#^iLl^, 7^;^^^>y;i/fe'SVN«s^$:^iLf -&0 f^inM (1, 1) 
xhU-A, 7^;^^^>:/;i/^^v>iiS^^^iht--5o (0, 0) ^7^ 

[0011] 

So 02 hH3 (DBv^^i, |l|2*^3E^C/^°-y:^;I/II>lfrL-^^if^Ci3V^TfflV^ 

8 ailiE#^ 1 1-3035975 



10—324169 



[0 0 12] 

^2^CfeV^T, STB 2 1 OlZAiJ^tlt:^iS-^ti^> S T B 2 1 0 (D7i- U ^ m 

iji)^^mmm2 2 oa^ify":^ ' K9-f A • FlcA;^j$ti<5^-^i:, STB 2 

MP E Ga:>zi-^}C j: y7^i/'^;i/7'-^JC^m^tl, #in##®^m, nbf- 
Ittin^-^tl^. rrTfHra2 2 0 hn&m2 3 Ol«^-5Mtti:bTgH«^ 

l^izAiJ^n. fej:Win'lt#^m, i^^Hicjc&Drn tr- v'- 

[0 0 13] 

03lCfeV%T, STB 3 1 OiZXtf^nt=.m-^tf^. STB 3 1 OC^)r-:^n^*m 
1/13-^*3 2 0 lCA;?3$tl<5^-^^. S T B 3 1 0 f^lCfe VnT, fiMWm 

-^\zr±u^m^iy^Ki3-^ti^t.. MP E Gx>zi-^*{c<fc Ut'S^'^;!/-?^-^ 

mm-^ti^. mmt^v^\-3 z o\zm\tnn^t:t\^. 33-^1/3-^*32 

0 i::/i/-f -Y- 3 3 0 UTfH«StlTv^-2>*^, fHi^g^$:|wi-® 

9 ffi|iE#¥ 11-3035975 



i^F^l 0 — 324 169 



P E G 7^ n - ^* J: y T □ ic^a $ ti -5 o 

[0 0 14] 

l/=i-^*3 2 0 L< ttS T B l^lC^l-t^«^3®;6^L^<fct>*^^^>:/;i/(DJ: 
MP E GX h y -Ms^:^ h V - A^^Hfj^^ J;t?M P E G/\'— 

mmzWftAi3Mmm^':ruy ^r':^^o •:ruv ^ 8 2 oit. MPEG^^hU- 
Ai: yrj>CC?)|ST'«eS^:&SP:e-$:^Sai"r-g>, MP E G7\°--9--IlIg&:/n iJ^T-fe-So 

SoH^T, MPE G>^ h U-A$:ih«?)fcU, ^glL/:ty, -e© ^ ^ao^^i^-g), 
X h V-A^J^mi^y^^D^yi^T^^o >^n-/^ 8 8 0 liMP E G7\°--t?--iaj^cfc 

y ^ *; ffi ^ D G T h m^^^f^f i-t^ifi: ^ b ^^-r ^ ^ 

U -Eg&yn ^y iJ^-e^So >^^n^y ^ 8 9 OttA:tfMPEGH^{C-^^tl-5, #ifD 

>'1-^>^h^|iE (Authentication) $:^ffv^. #;ffn'»#*^^ai$ h y - AlCji?f 
[0 0 15] 

^^yn ^y ^0^:09 fC:g^-ro -7'n ^y ^J^ 9 1 Qi\%K±^t\.fc'TV ^ )\^'r- 
•:f\/Ayf^n>{7. (Playing Device) i:EliE$:^TV^, ^ ^ > ^r^l^f -5 
, '?:^^^>-/;i/IHg&:/D«y ^T'^-Sc ^y 9 2 0 li. 9 

1 0 £BliE#5|2 1 1-3035975 



10-324169 



-So •^''D^y^g 4 0ttMPEGA--9--im]^J:U^Um^tl/tDCT#IS[iim» 
^95 OliA:dMPEG®#lC-^^tl-5, f^fiUffi^ilffiBB^: h -5 ;t«)©M^#^•^■ 
v^X'$>^o -fu^yi^Qsoit. mmm^mm^izm^^^x. MPEG::?.hy 

[0 0 16] 

yyVV-Ts (t^5RcD^^JCt^ofeV~X) 4 1 0?b^m-^'4 2 0, 

-4 3 0 ^CSV^T^f^7^)^^XA-X^C=^f*)tl■&. e>3&SfB0$: 1x12-^*4 

4 OlCTff^&e) r i:^iT^:^V^„ ^ > • H > >^^>f T > h • 

•zf^-^yy hy-;^4io*V> - 3>^^-i'T> h • ^r^^^ a 

zf'yAyy V ' y^A^ :^(D^\y^^-A 3 0 (Dy'-y^^ AyBitlt)^ J y - ny^=y^ 

yy V ' t'A^ 7.[H(0Vu--$r4 i oizX:fj'^nt^m^'t(Dmmi)^'^mtr£^o 

[0 0 17] 

ay:r^4yy h ' <i7^mm<D:^^iz'^^t=.^A4 PiXit. ny-^r 

^-rT>hy-x {^mm(Di5^\z'^^r=.v-7^) 5 i oi^'^un-^'s 2 o, :/ 

-^5f5 4 0 icr^fi^e) 3 i:iiT'#^v%o ciziT-y > • nyzfy^yy V • ^A-f 

1 1 aiSE#^ 11-3035975 



#^ 10—324169 



5 3 0OT^i;>'^?;^ffiij;i>V > • zi>^^^t> h • ^Vt-f Xp^CD l/n - ^ 5 7 0 
A:tr $ ti -5 3 i: t; ^ih T' ^ S o 

[0 0 1 8] 

y;i/$ti3te)«^^5g*>b(D^m$:^f*5^v>i:e)tcL, CS S Tb'^iE L < v':^ ^ 9 > 

(D^m.^m^t^zLt.tA<mmzmm-^mx-^^o 

[0 0 19] 

[II^(Z)^^] 

1 2 miiE#^ 11-3035975 



#^ 10-324169 



lai] 

[02] 
[03] 

[04] 
[05] 

^ © tc <fc y :ft^^iL ^ ti ^ J: ® X 5: ft -r 0 T' -5 „ 

[06] 

[07] 

[0 8] 

o 

[09] 

-So 



11-3035975 



#^ 10—324169 



[01] 




110 



STB 



MPEG 
A by— A 



r 



120 



MPEG 





130 



MPEG 

•7*=!— 5^ 




ffi|iE#¥ 11-3035975 



#^ 10—324169 



[02] 




210 



STB 



MPEQ 



1 



r 



220 



MPEQ 



3 




230 




I 



MPEQ 




ffi|iE#¥l 1-3035975 



^5jzi 0 — 324169 



CI2I3] 




STB 



MPEG 



15 



— z — 



-310 



r 



320 



MPEG 



i 




330 




MPEG 




3 



tiiiiE#¥ 1 1-3035975 



10 — 32 4 1 69 



[04] 




O 



0 ^{^S(± 



4 



ffiliE#¥ 11-3035975 



#5p 10 — 324169 



[05] 




O 



0 ««SJt 



0 



titammy 



5 



aiiiE4t^ 11-3035975 



10 — 324169 



[06] 




6 



11-3035975 



#^ 10—324169 




11-3035975 



#5)2 10 — 324169 



[EI 8] 



MPEGA* 



840 



i 



MPEG 



I 



810 



820 



~~r- 



830 



850 



860 









r 




j 



880 



890 




-892 



894 



870 



896 



miiE#^ 1 1 -3035975 



[09] 



10-324169 



MPEQA* 



1 



MPEG 



910 



920 



930 



■940 



950 



T—'^iV 



960 



970 



980 



MPEG 



aiSE#^ 11-3035975 



#5p 10 — 324169 



mm] 



1 



fflSiE#¥ 11-30 



10—324169 



mm-mmA] 



390009531 
000004237 

m^aS^E^HT S 7 S 1 
100065455 

^^iPSf^EHff^-bTB 2 1# 1 # if^n-r-V 



miiE#¥ 11-3035975 



10—324169 



m m A m m m m 



i^SfJ## t390009531] 
1. m^^MB 1990^^10^240 

ft m UTfJ-^^im 0 5 0 4, nrL-a-^^H r-=Ey^ ( 



ajliij^sp 11-3035975 



#^ 10—324169 



m M A 



mm^^ [000004237] 
l.^^^MB 1990^ 8^29H 

ft m mj^iP^iE^HTg 7#i 



ffiSEift^ 11-3035975 



